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(1) Computer Network Introduction
1-1 Introduction to Computer System
1-2  Introduction to Communications Networking Technology

1-3  Computing Models, Network Service Models, and Topologies

(2) OSI & TCP/IP Introduction
2-1  OSI & TCP/IP Reference Model
2-2  TCP/IP Protocol and Architecture
2-3 1P Addressing (IPv4, IPv6)
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(3) LAN/WAN Architectures and Technologies

3-2 Transmission Media
3-3  Wired and Wireless LAN/WAN Standards & Tech
3-4  Routing Protocols & Algorithms

3-1 Wired and Wireless LAN/WAN Interfacing Equipment, Devices and Configuration

(4) Networking Trends
4-1 Wireless Sensor Networking Concept
4-2  ToT Concept
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(1) Internet Operations and Applications
1-1 Internet Applications/Services
1-2  Internet Proxy/Caching Technology

(2) Broadband/Internet Access Solutions and Troubleshooting
2-1  Broadband Access Solutions
2-2  Internet Measurement & Troubleshooting

(3) VoIP and QoS/QoE Multimedia service
3-1 Voice over IP/Streaming Media Protocols and Services

3-2  QoS/QoE
(4) Internet Security Operations and Management
e V2 e PR FRET R 4-1  Security Concept, Threats, and related laws

4-2  Information Security Management and Control Concepts

(5) Communication Encryption, Authentication and Internet/Mobile/Wireless Security
5-1 Communication Encryption and General Operation
5-2  Authentication Concepts and Internet Security & Mobile and Wireless Security

(6) Firewalls and Intrusion Detection System/ Intrusion Preventive System concept and development
6-1 Firewalls concept and development
6-2 Intrusion Detection System concept and development
6-3 Intrusion Preventive System concept and development

(7) Future and Technology Trend

7-1  Technology Trend
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(1) Network System Design and Management Concepts

(2) Network Analysis (Characterizing the Existing Network, Analyzing Business Solutions Framework &

Determining New Customer Requirements), Test and Diagnostic

(3) Provisioning Infrastructure, Platform and Software Services

PRAIKRFEFR (4) Designing the Network Topology

(5) Designing a Network Layer Addressing and Naming

(6) Network Management Protocol (SNMP/RMON/RADIUS/...) & Traffic Management

(7) Selecting a Network Management Strategy

(8) Technology Trend
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